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(n) Contesting record procedures. (1)
This section describes how an individ-
ual may challenge the denial of access
or the contents of a record that per-
tains to him or her.

(2) If the record system has been ex-
empted from allowing amendments to
records or publishing amendment pro-
cedures under subsections (d)(2) and
(e)(4)(H), respectively, of the Privacy
Act, it should be so stated.

(3) If the system has not been ex-
empted, the procedures an individual
must follow should be described in
order to challenge the content of a
record pertaining to him or her, or ex-
plain how he or she can obtain a copy
of the procedures (e.g., by contacting
the system manager or another agency
official).

(o) Record source categories. (1) If the
system has been exempted from pub-
lishing record source categories under
subsection (e)(4)(I) of the Privacy Act,
it should be so stated.

(2) If the system has not been ex-
empted, this caption must describe
where the agency obtained the infor-
mation maintained in the system.

(3) Describing the record sources in
general terms is sufficient; specific in-
dividuals, organizations, or institu-
tions need not be identified.

(p) Exemptions claimed for the system.
(1) If no exemption has been estab-
lished for the system, indicate ‘‘None.’’

(2) If an exemption has been estab-
lished, state under which provision of
the Privacy Act it is established (e.g.,
‘‘Parts of this system of records may
be exempt under 5 U.S.C. 552a(k)(2)’’).

§ 317.73 New and altered record sys-
tems.

(a) Criteria for a new record system. (1)
A new system of records is one for
which no existing system notice has
been published in the FEDERAL REG-
ISTER.

(2) If a notice for a system of records
has been canceled or deleted and the
agency desires to reinstate or reuse the
system, a new system notice must be
published in the FEDERAL REGISTER.

(b) Criteria for an altered record system.
A system is considered altered when
any one of the following actions occurs
or is proposed:

(1) A significant increase or change
in the number or types of individuals
about whom records are maintained re-
quires a change to the ‘‘categories of
individuals covered by the system’’
caption in the system notice and might
require changes to the ‘‘purpose(s)’’
caption.

(i) For example, a decision to expand
a system of records that originally cov-
ered personnel assigned to only one lo-
cation to cover personnel at several lo-
cations would constitute an altered
system.

(ii) An increase in the number of in-
dividuals covered due to normal growth
is not an alteration.

(iii) A decrease in the number of indi-
viduals covered is not an alteration,
but it is an amendment.

(2) A change that expands the types
or categories of information main-
tained requires a change in the ‘‘cat-
egories of records in the system’’ cap-
tion in the system notice.

(i) For example, a personnel file that
has been expanded to include medical
records would be an alteration.

(ii) Adding to a personnel file a new
data element that is clearly within the
scope of the categories of records de-
scribed in the existing notice is not an
alteration, but is an amendment.

(3) A change that alters the purpose
for which the information is used re-
quires changing the ‘‘purpose(s)’’ cap-
tion in the system notice. In order to
be an alteration, the change must be
one that is not reasonably inferred
from any of the existing purposes.

(4) A change to equipment configura-
tion (either hardware or software) that
creates substantially greater use of
records in the system requires chang-
ing the ‘‘storage’’ caption in the sys-
tem notice. For example, placing inter-
active computer terminals at regional
offices to use a system formerly used
only at the Headquarters would be an
alteration.

(5) A change in the manner in which
records are organized or in the method
by which records are retrieved requires
changing the ‘‘Retrievability’’ caption
in the system notice.

(i) Combining record systems due to
a reorganization within the agency
would be an alteration.
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(ii) Retrieving by SSNs records that
previously were retrieved only by
names would be an alteration if the
present notice failed to indicate re-
trieval by SSNs.

(c) Reports of new and altered systems
of records. (1) Under subsection (o) of
the Privacy Act, reports of new and al-
tered systems of records must be sub-
mitted to Congress and the Office of
Management and Budget.

(2) The agency shall submit reports
of new or altered systems to the De-
fense Privacy Office, DA&M, before col-
lecting information for new systems or
altering an existing system.

(3) The Defense Privacy Office,
DA&M, shall coordinate all reports of
new or altered systems with the Office
of the Assistant Secretary of Defense
(Legislative Affairs) and the Office of
the General Counsel, Department of
Defense.

(4) The Defense Privacy Office,
DA&M, shall prepare, for the approval
and signature of the Director, Adminis-
tration and Management, Office of the
Secretary of Defense, transmittal let-
ters to Congress and the Office of Man-
agement and Budget.

(d) Time limits before implementing rou-
tine uses. After publishing a system no-
tice in the FEDERAL REGISTER, 30 days
must elapse before routine uses may be
employed.

§ 317.74 Amendment and deletion of
system notices.

(a) Criteria for an amended record sys-
tem. Minor changes to published system
notices are considered amendments
rather than alterations. Amendments
must also be published in the FEDERAL
REGISTER, but a new or altered system
report does not have to be accom-
plished.

(b) Amending a system notice. In sub-
mitting an amendment to a system no-
tice for publication in the FEDERAL
REGISTER, the agency must include:

(1) The system identification and
name.

(2) A description of the specific
changes proposed; and

(3) The full text of the system notice
as amended.

(c) Deleting a system notice. (1) When a
system of records is discontinued, in-

corporated into another system, or de-
termined to be no longer subject to
this rule, a deletion notice must be
published in the FEDERAL REGISTER.

(2) The deletion notice shall include:
(i) The system identification number

and name.
(ii) The FEDERAL REGISTER citation

of the latest publication of the system.
(iii) The reason for the deletion.
(3) If a system is deleted through

combination or merger with another
system, identify the successor system
in the deletion notice.

(d) Submitting amendments and dele-
tions for publication. (1) Amendments
and deletions should be submitted
through the agency Privacy Advisor to
the Defense Privacy Office, DA&M,
which will transmit them to the FED-
ERAL REGISTER for publication.

(2) At least one original in proper for-
mat should be included in the submis-
sion.

(3) Multiple amendments and dele-
tions, and combinations of amend-
ments and deletions, may be submitted
together.

Subpart H—Training Requirements

§ 317.80 Statutory training require-
ments.

(a) Establishing rules of conduct. Under
subsection (e)(9) of the Privacy Act,
the agency is required to establish
rules of conduct for persons involved in
the design, development, operation, or
maintenance of any system of records,
or in maintaining any record.

(b) Training. The agency shall train
all personnel involved in the functions
described in the preceding paragraph.
The training shall include instruction
in the rules of conduct and all require-
ments prescribed by the Privacy Act,
including the penalties for noncompli-
ance.

§ 317.81 DCAA training programs.

(a) Personnel to be trained. (1) To con-
form with Office of Management and
Budget guidance, compliance with the
statutory training requirements re-
quires informed and active support of
all agency personnel. All personnel who
in any way use or operate systems of
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